Privacy-Preserving Public Auditing for Data Storage
Security in Cloud Computing
Aim: The Aim of this project is to introduce Third Party Auditor for providing security to the data stored in clouds.

Existing System: 
In the Existing System, Cloud Computing brings new and challenging security threats towards users’ outsourced data. Cloud Service Providers (CSP) are separate administrative entities, data outsourcing is actually relinquishing user’s ultimate control over the fate of their data. As a result, the correctness of the data in the cloud is being put at risk due to the following reasons. First of all, although the infrastructures under the cloud are much more powerful and reliable than personal computing devices, they are still facing the broad range of both internal and external threats for data integrity. Secondly, for the benefits of their own, there do exist various motivations for cloud service providers to behave unfaithfully towards the cloud users regarding the status of their outsourced data.

Proposed System:
The proposed system can be summarized as the following three aspects:

1) We motivate the public auditing system of data storage security in Cloud Computing and provide a privacy-preserving auditing protocol, i.e., our scheme supports an external auditor to audit user’s outsourced data in the cloud without learning knowledge on the data content. 
2) To the best of our knowledge, our scheme is the first to support scalable and efficient public auditing in the Cloud Computing. In particular, our scheme achieves batch auditing where multiple delegated auditing tasks from different users can be performed simultaneously by the TPA. 
3) We prove the security and justify the performance of our proposed schemes through concrete experiments and comparisons with the state-of-the-art.

Modules:
1) User:  In this module user can register and utilize the service.
2) Setup: The user initializes the public and secret parameters of the system by executing KeyGen, and preprocesses the data file F by using SigGen to generate the verification metadata. The user then store the data file F at the cloud server, deletes its local copy, and publishes the verification metadata to TPA for later audit. As part of pre-processing, the user may alter the data file F by expanding it or including additional metadata to be stored at server.
3) Audit: The TPA issues an audit message or challenge to the cloud server to make sure that the cloud server has retained the data file F properly at the time of the audit. The cloud server will derive a response message from a function of the stored data file F by executing GenProof. Using the verification metadata, the TPA  verifies the response via VerifyProof.
4) Date outsource: In this module, user can upload the data to the cloud.

Software Requirements:
· Web Server			:	Tomcat
· Server side Technology 	:	 Servlets, JSP
· Client Side Technology 	:	 HTML, Javascript
· Database			:	MySQL
Hardware Requirements:
· Pentium 4 processor
· 1 GB RAM
· 80 GB Hard Disk Space
